NMHOOPMALIMOHHASA NMAMATKA
And ObYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUNAJIbHbIX UHTEPHET-PECYPCAX

C KaxkgbIM rogom MOSOAEXN B UHTEPHETE CTAaHOBUTLCS Bonblue, a LUKONbHUKN OAHU
M3 caMbIX aKTUBHbIX Mosfib3oBartenien PyHeTa. Mexgy T1em, NOMMMO OrFpPOMHOrO
KOnmn4yecTBa BO3MOXHOCTEN, UHTEPHET HeCceT U Npobnembl. ATa NamMsaTka A0SMKHA NOMOYb
Tebe 6e30nacHO HaxoaMUTbCHA B CETU.

KomMnbroTepHble BUPYCbI

KoMnbloTEpPHbI  BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MNpOrpamm,
OTNNYUTENBHON OCOBGEHHOCTBLIO KOTOPOW SIBMSIETCS CNOCOGHOCTb K pasMHOXeHuto. B
[ONOSTHEHNE K 3TOMY, BUPYCbl MOTYT MOBPEAUTL UIN NOSTHOCTBIO YHUYTOXUTL BCE chainbl
W OaHHble, NOAKOHTPOSbHbLIE MOMb30BATEN0, OT MMEHW KOTOporo Oblna 3anylieHa
3apaxeHHas nporpamma, a Takke NoBpeauTb WK LaXe YHUUTOXUTb OnepauMoHHY
cuctemy co Bcemu chanamu B uenom. B GonbluMHCTBE CryyYaeB pacnpoCTpaHsTCS
BMPYCbl Yepes NHTEPHET.

MeToAab! 3aWmThl OT BPEOOHOCHbLIX NMporpamMmm:

1. Ncnonb3yn coBpeMEeHHble OnepauMnoOHHbIE CUCTEMbI, UMELWME Cepbe3HbIN
YPOBEHb 3aLUMThl OT BPEAOHOCHbIX NporpamMmm;

2. TloCcTosiHHO ycTaHaBnuMBanW naytu (unMdpoBble  3annaTkM, KOoTopble
aBTOMaTU4YECKN YCTaHaBNUBAKTCA C Uenblo AopaboTku nporpaMmmbl) U Apyrue
oBOHOBMNEHNA cBOEN onepaumoHHon cuctemMbl. CkaumMBanm MX TONbKO C odmumnanbHOro
canta paspabotynka OC. Ecnu cywecTtByeT pexuMm aBTOMaTU4YecKkoro OBHOBMNEeHus,
BKITHOUU €rO0;

3. Pabotam Ha cBoeM KoMMbkTEepe Mo4 MpaBaMu MONb3oBaTens, a He
agMuHUcTpaTopa. O3TO He MNO3BONUT  OOMbLUMHCTBY BPEAOHOCHbLIX MporpamMm
WHCTannMpoBaTbCs Ha TBOEM NepPCOHarnbHOM KOMMbLIOTEPE;

4. Mcnonb3yn aHTUBUPYCHbIE nporpamMmHble NPOAYKThI N3BECTHbIX
npounssoguTenen, ¢ asTomaTniyeckum obHoBneHnem 6as;

5. OrpaHnyb hr3nyecknii 4OCTYN K KOMMNbIOTEPY AMS MOCTOPOHHUX NNLL;

6. Mcnonb3yin BHeLHWE HOCUTENU MHOPMaUWUKU, TakMe Kak pnewka, ANCK Uin
dann n3 MHTepHeTa, TONbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbIBan KOMMbOTEPHbIE ddansbl, NOSTyYeHHbIE U3 HEHaOEXHbIX NCTOYHUKOB.
[axe Te dpannbl, KOTOpbIE NpuUcan TBOW 3HAaKOMbIN. Jlyylle yTOYHW y Hero, oTnpasnsan
N1 OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3T0 He B1A nepeaaym gaHHbIX, He TEXHOSOrMs, a BCEro Nuiwb 6peHa, Mmapka.
Ewe B 1991 rogy Huaepnanackas komnaHusa 3apeructpuposana 6peHg "WECA", yto
obo3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbihn nepeBOAUTCH Kak
"GecnpoBogHas TOYHOCTL".



[o Hawero BpemeHun gowna gpyras abbpesmatypa, KoTopas ABMASETCS Takon e
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue OBbINIO AaHO C HAMEKOM Ha
CTaHOapT BbiCLLen 3BYKOBOW TexHukuM Hi-Fi, 4To B nepeBode oO3HavyaeT "BblCOKas
TOYHOCTBL".

[a, GecnnaTtHbll WHTEPHET-AOCTYNn B kade, OTensx M asponopTax sBhseTcs
OT/INYHOM BO3MOXXHOCTbIO BbIXOAa B WHTEpHET. Ho MHorne akcnepTbl CUMTAOT, YTO
obenocTynHble Wi-Fi ceTu He siBnsitoTcs 6e30nacHbIMN.

CoBeTbl N0 6e3onacHocTN paboTbl B 06LienocTynHblx cetsax Wi-fi:

1. He nepepgaBan cBO NMYHYO MHopMaumo Yyepes obwenoctynHblie Wi-Fi ceTtw.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakue-To HOMepa,;

2. Vicnonb3yn n 06HOBNAN aHTUBMPYCHbIE NporpaMmmbl U GpaHamayep. Tem caMbiM
Tbl 06e3onacuilb cebst OT 3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpwu ncnonbzoBaHun Wi-Fi oTknoumn cyHkumno "O0WmMin gocTtyn K dpanmnam wm
npuHtepam". [aHHas QyHKUMA 3akpblTa NO YMOMYaHWIO, OAHAKO HeKoTopble
nonb3oBaTesiv akTMBUPYIOT ee And ygobcTea ncnonb3oBaHusa B pabote nnm yyebe;

4. He ncnonbayn nybnmynbin WI-FI ons nepegaym nnyHbIX aHHbIX, HANpUMep ans
BbIX04a B coumnarnbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Vicnonb3yn ToNbKO 3alymileHHoe coenuHeHue dYepe3 HTTPS, a He HTTP, T.e.
npwn Habope Beb-agpeca BBoAM MMeHHO "https://;

6. B wmobunbHOoM TenedoHe oTkNouM yHKuno "TMogknioyeHne k  Wi-Fi
aBToMaTu4deckun". He gonyckam aBToMaTn4eCcKoro NoAaKnioYeHns yctponcrea k cetam Wi-
Fi 6e3 TBOEIrO cornacus.

CoumanbHble ceTu

CouuanbHble CeTM aKTUBHO BXOAAT B HALLY XXM3Hb, MHOTME Noan paboTatoT U XKMBYT
TaM NOCTOSsIHHO, a B Facebook yxxe 3apernctpuposaH MunnMapa YenoBek, 4YTo aBnseTca
O[JHOW ceabMON BCex Xxuternewn nnaHetbl. MHoOrme nonb3oBaTenn HeE MOHMMAIOT, YTO
NHOpMaUUs, pasMeLLeHHass UMW B COLMarbHbIX CETAX, MOXeT ObiTb HangeHa wu
NCnonb30BaHa KEM YyrogHo, B TOM 4Yncne He 06a3aTernbHO ¢ Gnarmmm HamepeHusIMu.

OcHoBHble coBeTbl N0 6E30NaCHOCTU B COUManbHbIX CETSX:

1. OrpaHnyb cnucok apy3en. Y 1eba B Apy3bsX HE AOMKHO ObITb CryyYyarHbIX W
HEe3HaKoMbIX Noaen;

2. 3awmuan cBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaTy
TBOErO POXAEHUS W  AOPYry JNUYHYI WHAOPMauuUKo.  3MOYMBIWSEHHUKN  MOryT
ncnosnb3oBatbh Aaxe WHGOpPMaUUKD O TOM, KakK Tbl M TBOWM pPOAUTENU NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awmuan cBor penyTaumio - 4EPXKN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen
Obl Tbl, YTOObLI ApyrMe nonb3oBaTenu BUAENW, YTO Thl 3arpyxaewb? Nogyman, npexae
4YeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;



4. Ecnv Tbl roBOpWlb C JOAbMW, KOTOPbIX HE 3Haelb, He WUCMOofb3yi CBOEe
peanbHoe UMS 1 APYry NMYHYK MHOPMaUnUn: UMS, MECTO XUTENbCTBA, MECTO Yy4ebbl
N NpoYeE;

5. N3beran pasmelyeHns otorpacpun B VIHTEepHeTe, rae Tbl M306paxeH Ha
MECTHOCTH, MO KOTOPOW MOXHO OMNpeaennuTb TBOE MECTOMOMOXEHNE;

6. Mpn pernctpauum B coumanbHON ceTn HeobXOaAMMO WMCMONb30BaTb CIIOXHbIE
naponu, cocroswme n3 6yks 1 LMdp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM CETU, NOYTbl U OPYrNMX CalTOB HEOBXOOMMO MCMOSb30oBaTb
pasHble naponu. Toraa ecnu Teba B3NOMatoT, TO 3MOYMbILLMEHHMKX NonyyaT AOCTyn
TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

ONeKTPOHHbIEe AEeHbIM

OnEKTPOHHbIE AEHbIMN - 3TO O4YEHb YA0OHLIN cNocob nnaTexen, 0AHAKO CYLLECTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

3J'IeKTp0HHbIe AeHbr nodBmniincb coecemMm HeaaBHO U MUMEHHO MN3-3a 3TONO BO MHOTUX
rocygapcrteax o CMX nop He rnpornncaHo npo HMX B 3aKOHax.

B Poccun e OHM PYHKUMOHMPYKOT M O HUX YXe MPOMMcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKONbKO BMOOB - aHOHUMHbIE N HE @aHOHUMHbIe. Pa3Huua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOpPbIX paspellaeTcsa nNpoBoAUTb onepauun 6es
noeHTMrKaumm nonb3oBaTens, a B HEaHOHUMMHbIX uaeHTUMKauma nonb3oBaTens
aBnsaeTca oba3aTtensHon.

Takke cnegyet pasnuMyatb  ONEKTPOHHble  uaTHble  AeHbrM  (paBHbI
rocyAapCTBEHHbIM BasntoTaM) W 3MEeKTPOHHble HedmaTHble [AeHbrn (He paBHbI
rocyaapCTBEHHbIM BantoTam).

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ 3NEeKTPOHHLIMU AEeHbraMMU:

1. MNpuBsKKM K cHeTY MOBUNBbHBIN TenedoH. OTO camMbli YAOOHbLIN 1 BLICTPbIA CNOCO6
BOCCTAHOBUTb OOCTYN K cYETY. [1puBA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellbs CBOwM
nnaTeXxHbl Naponb UNu 3angellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Wcnonb3yn opgHopasoBble naponu. [locne nepexoga Ha  YCUNEHHYIO
aBTopusaumo Tebe yxe He OygeT yrpoxaTb OMNACHOCTb KpaXu WnvM nepexsaTa
nnaTexHoro napons;

3. Bbibepu cnoxHbin naposnb. NpectynHukam OygeT He NpoCcTo yragaTb CIOXHbIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepxaT He MeHee 8 3HaKOB U
BKMOYaoT B ceb65 CTPOYHbIE M NPONUCHBbIE BYKBbI, LMPbI U HECKOSIbKO CUMBOJIOB, Takune
Kak 3HaK gonnapa, pyHTa, BocknuuaTernbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBEPSELLb.
ANeKTpOoHHasi no4Ta
OneKkTpoHHasi no4yta - 3TO TEeXHONorMs W npeaocTaBnsieMble €K ycrnyrm no

nepecbiyike N NONy4vYeHUo IJIEKTPOHHbIX coobLieHun, KOTOpbIE pacnpenendrTcd B
KOMI'Ib}OTepHOIZ cetn. OBbIYHO SJ'IeKTpOHHbIIZ NOYTOBbLIM AWMK BbIrMAanT cneagyrowmm



obpa3oM: uMsi_nonb3oBaTens@ums_AoMeHa. Takke Kpome nepeaaymn NnpoCcToro TekcTa,
NMeeTCcsl BO3BMOXHOCTbL nepeaasaTtb hannbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHOW MOYTON:

1. Hago BbIOpaTh nNpaBusbHbLIA MOYTOBLIN cepBUC. B MHTEpHETE €CTb OrPOMHbIN
BblGOp 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OQHAKO Jydlle JOBEPATb TEM, KOrO 3HaELLb U
KTO NepBbi B PENTUHTE;

2. He ykasbiBah B JIMYHOW MNOYTE IUYHYKO WHGoOpMauuio. Hanpumep, nydwe
BbIGpaTb "My3blkanbHbIN_aHaT@" nnn "pok2013" BmecTto "temal13";

3. Acnonb3yn OByxaTarnHyw aBTopu3aumio. OTO Korga noMuMMO Napons HYXHO
BBOOMTb KOZ, NpucbinaemMbln no SMS;

4. Boibepu cnoxHbln naposnb. [ns kaxagoro noYToBoOro silMka AosmkeH ObiTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporib;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTtb caMomy CBOW NNYHbIN BOMpoOC, MCI'IOJ'Ib3yI7I Ty
BO3MOXHOCTb;,

6. Micnonb3yn HECKONbKO NOYTOBbLIX AWMKOB. [MepBbli ONA YaCcTHOW Nepernuckn C
agpecaTtamu, KOTOPbIM Tbl fOBepsielb. JTO ANEKTPOHHbIN aApec He HAg0 UCNOoNb30BaThb
npw permcTpauumn Ha oopymax n camrtax;

7. He oTkpbIBan hannbl 1 Apyrme BNOXeEHUS B MMCbMaXx, AaXe eCin OHU MPULLINKn oT
TBOUX Apy3en. Jlyylle yTOYHN Y HUX, OTNPaBnsanv N oHn Tebe atn dannsi;

8. lNocne okoH4YaHMst paboTbl HA NOYTOBOM CEPBUCE Nepern 3aKkpbITUEM BKIAAKM C
canToMm He 3abyab HaxaTtb Ha "Bbintn".

Knb6epOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnenoBaHve COOGLLUEHUSIMU, CoAepXalummn ockopGneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBO, couuarnbHoe OOMKOTMPOBaHME C MOMOLLbIO
PasnMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepOynnmMHrom:

1. He 6pocaiica B 6on. Jlyqywmnn cnocob: nocoBetToBaTbCs Kak ceba BeCcTu 1, ecnu
HeT TOro, K KOMy MOXHO obpaTuTbCs, TO BHa4darne ycrnokouTbcs. Ecnu Tbl HayHellb
oTBeyaTb ockopbneHusiMn Ha ockopbneHusi, TO TOMbKO euwle Oonblue pasoxKellb
KOHQOINKT;

2. YnpaBnsun cBoen knbeppenytauyuen;

3. AHOHUMHOCTb B ceTu MHUMas. CyLlecTBYOT Cnocobbl BbIICHATbL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BECTWN XYyNUraHCKnin obpas BUPTyarbHOW XU3HU. IHTepHET cukcmpyeT
BCE TBOW AENCTBUS U COXpaHSET uUX. Yoanutb ux byaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BUPTYyarnbHYH YeCTb CMOJIOAY;



6. UrHopupyn eamHuyHbIi HeraTue. OgHOpas3oBble OcKOpbuTenbHblE COOBLLEHNS
nyywe urHopuposatb. OBbLIYHO arpeccus npekpawlaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax oGMeHa MrHOBEHHbIMU COOBLLEHUAMKU, B
coumanbHbIX CeTsIX €CTb BO3MOXHOCTb OIOKMPOBKM OTMpaBkM COOOLLEHMA C
onpeneneHHbIX aapecos;

8. Ecnn Tbl cBupetenb kubepbynnuHra. TBOM [EWCTBUS: BbICTYNUTb MNPOTUB
npecnegosaTens, MokasaTtb €My, 4YTO €ero [JeucTBuUS OUEHUBAlTCH HeraTusBHO,
noaaepaTb XepTBY, KOTOPOW HYXXHa Ncuxorornyeckas noMoLLb, COOOLNTL B3POCIIbIM
0 haKTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIN TenedoH

CoBpemMeHHble cMapTdOHbI M NnaHWweTbl cogepxaTt B cebGe BnonHe B3pOCnbii
dYHKUMOHAr, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMMU.
OpHako, cpeacTs 3alnThl ANa NoAo0HbIX YCTPOMUCTB NOKa 04eHb Maro. TecTupoBaHue u
NMOUCK YSI3BMMOCTEN B HUX MPOMUCXOOUT He Tak MHTeHCUBHO, Kak ansa K, 1o xxe camoe
KacaeTcst U MOBUMbHbBIX NPUNOXEHWUN.

CoBpemMeHHble MObOUIbHble Gpay3epbl yXKe MNpPaKTUYECKU AOrHanM HacTOSbHbIE
aHanoru, ogHako paclmpeHne yHKLuMoHana BneyveT 3a cobom 6onbLUyo CHOXHOCTb U
MEHbLUYIO 3aLUULLIEHHOCTb.

[laneko He Bce NpouM3BOAMTENWN BbiNyckaldT OOHOBMEHUs), 3aKpblBaloLiMe
KpUTUYECKME YSI3BUMOCTU A1 CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUBHOMO TenegoHa:

Huyero He siBnsieTcsa no-HacTosileMy GecnnaTHbIM. Byab OCTOpoXeH, Beab Koraa
Tebe npegnaraloT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITbl KakMe-To nraTHble
ycnyru;

Hdymain, npexae 4em otnpaBute SMS, hoTo Mnm BUAEo. Thl TOYHO 3HAELLb, [AE OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOEIO CMapTAdOHa;
Mcnonb3yin aHTUBMpPYCHbIE NporpamMmMbl At MOBUIbHBIX TENE(OHOB;

He 3arpy»xai NnpunoxeHus oT HEM3BECTHOIO UCTOYHKKA, BEb OHM MOTYT CoAepXaTb
BPeAOoHOCHOE NporpaMMHoe obecrneyeHue;

lMocne Toro kak Tbl BblngELb C cauTa, rge BBOAMN NUYHYO MHOpMauuio, 3anau B
HacTponkn 6paysepa n yganu cookies;

Mepvoanyeckn npoBepsn, Kakue nnaTHble YCMyrM akTUBMPOBaHbl Ha TBOEM
HOMeEpE;

[aBai cBon Homep MOBUNbHOrO TenedoHa TOMbKO NASAM, KOTOPbIX Thbl 3HaeLb U
KOMY oBepsieLlb;

Bluetooth gosmkeH ObITb BLIKIHOYEH, KOrga Thl UM He MNonb3yewbes. He 3abbiBan
NHoraa NpoBepSATb 3TO.



Online urpbl

CoBpeMeHHblE OHMaWH-Urpbl - 3TO KPacouyHble, 3axBaTblBalOLME pa3BrieveHus,
o6beanHSIIoLLIME COTHU ThiCSY YENOoBEK MO BCEMY MUpY. Urpokn nccneayoT AaHHbIN UM
MUp, obLialTcss Opyr C APYroMm, BbIMOSHSIIOT 3aJaHusl, cpaXKatTcs C MOHCTpaMu U
nonyyatoT onbIT. 3a Y40BOMbCTBUE OHM NNATAT: NOKYyNarT AUCK, OnnaynBaoT aboHEMEHT
NNy NPMoBpPETAaIOT KakMe-To ONuUN.

Bce 3T cpeactBa vayT Ha nogaepkaHue U pasBUTUE UIPbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYOTCA CUCTEMbI aBTOPM3aLMK, BbiNyCKAOTCA HOBbIE NaTyu
(umdbpoBble 3annaTky 4ns NporpamMM), 3aKpbiBalOTCS YSI3BUMOCTU CEpPBEpPOB.

B nogobHbIx nrpax cCtount ornacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJTIbKO Kparkun
TBOEro naposd, Ha KOToOpoM OCHOBaHa CUMCTemMa aBToOpU3aunn bonblIMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEro UrpoBOro akkayHTta:

1. Ecnn gpyron urpok BegeTt cebsa nnoxo unu cosgaeTr Tebe HenpusTHOCTW,
3abnoKMpyn ero B CNUCKe UrpoKOB;

2. I'Io>|<anyl7109| aadMUHUCTPAaTopaM WUrpbl Ha MJjioxoe noBegeHmne 3TOro WUrpoka,
XenaTtesibHO NpUnoXXnTb Kakne-T1o goka3aTeribCTBa B BUAe CKPUHOB;

3. He ykasbiBay nu4yHyto nHdopmaLmio B npodanne urpbl;
4. YBaxawn opyrmx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnvBamn HeomumnanbHblie naTtin n Moapl;

6. icnonb3ymn CrioXxHble N pasHble naponu;

7. axe BO BpeMsi Urpbl HE CTOUT OTKMNoYaTb aHTMBUpPYC. Moka Tl Urpaellb, TBON
KOMMNbIOTEP MOTYT 3apa3uTb.

PULWINHT Unn Kpaxa NINYHbIX AaHHbIX

O6bI4HOM Kpaxken OeHer N OOKYMEHTOB CEroAHSA YK€ HUKOro He yaAMBMLUb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMM 3IIOYMbILUIIEHHUKM NEPEMECTUNIUCE B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumsiM" genowm.

Tak nosiBMNacb HoBasi yrpos3a: MHTEePHEeT-MOLIEHHUYECTBA UMK (PULLKHF, rrnasBHas
Lefnb KOTOPOro COCTOMT B MOMyYeHUU KOHuAeHumarnbHbIX AaHHbIX Morb3oBatenen -
norvHoB 1 naponen. Ha aHrnuinckom asbike phishing yntaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

1. Cnean 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3rlOMaHa, To Heob6xo4MMOo 3abnoKMpPoBaTh ee N CoobLLMTL aAMUHUCTPaTOpPaM pecypca
00 3TOM Kak MOXHO CKOpEE;

2. WNcnonb3yn GesonacHble BebG-canTbl, B TOM 4YUCMEe, WUHTEPHET-MarasmHoB W
MOWCKOBbLIX CUCTEM;



3. Nicnonb3yn cnoxHble 1 pasHole naponu. Takum obpasom, ecnm Tebsi B3nomator,
TO 3NOYMbILUNIEHHUKM NonyyaT AOCTYN TOSMbKO K O4HOMY TBOEMY Npodumo B CETU, a He
KO BCEM;

4. Ecnn 1ebsa B3nomanu, To HeobxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
koTopble no6aBneHbl y Tebs B Apy3bsiX, O TOM, 4TO TebGs B3nomManu u, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi CNam M CCbIIKM Ha (PULLMHIOBLIE CalTbI;

5. YcraHoBu HagexHbIvi naponb (PIN) Ha MOBUnbHbIN TenedoH;
6. OTKNIO4YN coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan dpannbl U gpyrne BroXeHUs B MUCbMaXx, Aaxke eCin OHW NpULLINn oT
TBOMX ApYy3€en. Jlyylle yTOYHM Yy HUX, OTNPaBAsann fiu oHn Tebe atn pannbl.

LUndpoBas penyrauus

LindpoBaga penytauma - 9T0 HeratMBHas UnNu no3nTUBHas MHOPMaLNA B CETU O
Tebe. KomnpomeTupywwaa wHpopMaunsa, pasmeweHHass B WHTEPHeTe, MOXeT
cepbe3HbiM 00pa3om OTpPasnTbCHA Ha TBOEW pearnbHON XnsHu. "LindpoBas penytauusa” -
3TO TBOW UMUK, KOTOPbIN dopMUpyeTcs n3 nHgopmaumm o tebe B MHTEPHETE.

TBOE MECTO XMUTenbCTBa, y4yelbbl, TBOe (PMHAHCOBOE MONoXeHne, 0CoBEHHOCTU
XapakTepa 1 pacckasbl 0 ONM3KUX - BCe 3TO HaKannmMBaeTCsl B CETU.

MHorve NnoapoCTKM NErkOMbICIIEHHO OTHOCATCS K Ny6nukaumm NMYHon nHopmaLmmn
B IHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUNA. Thl Jaxe He CMOXelLlb JoraaaTbCs
0 TOM, YTO poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON OTKasa NPUHATb
Teba Ha paborTy.

KommeHTapun, pasmelieHne TBoux potorpacdmm n gpyrme AencTBus MOryT He
NCYE3HYTb Jaxe Mocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHwUI aTy
MHpopmauuio, nonana nm oHa B NOUCKOBbIE CUCTEMbI M COXPaHWUNAach N OHa, a rMaBHOE:
41O nogymatT O Tebe oKpyxawwme nau, KOTopble HanayT U yBUMAAT 3T0. HanTu
NHPOPMAaLMIO MHOIO NIET CMYCTA CMOXET NboN - kak n3 Aobpbix NOBYXAEHWIA, TaK N C
HaMepeHNeM MPUYNHUTL Bpen. OTO MOXET ObITb KTO YrogHO.

OcCHOBHble COBETLI MO 3aLMTE LNGPOBON penyTaLmm:

1. Moayman, npexae Yyem 4To-TO NyGnukoBaTtb U nepegasaTtb y cebsi B 6rore nnu B
coumanbHON CeTu;

2. B HacTpowkax npounis ycTaHOBU OrpaHNUYeHNs Ha NPOCMOTP TBOEro Npochuns mn
ero cogepXnumMoro, caenan ero Tonbko "ana gpysen”;

3. He pasmewan n He ykasbiBa MHGOpPMaLMIO, KOTopasi MOXeT Koro-nmbo
OCKOpO6NATL Unn obmxaTb.

ABTOpCKOE npaBo
CoBpeMeHHbIe LUKOMIbHUKN - aKTUBHbIE NONb3oBaTeNn LUMGpPOBOro NPpOCTPaHCTBA.

OpHako ganeko He BCe 3HaKT, YTO NOMb30BaHME MHOTMMU BO3MOXHOCTAMMU LIMPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy0 COBCTBEHHOCTb.



TepMmuH "MHTennekTyanbHaa COBCTBEHHOCTL" OTHOCUTCS K Pa3fMyHbIM TBOPEHUSIM
YenoBEYEeCKOro yma, HadvMHas C HOBbIX W306peTeHu U 3HakoB, OBO3HAYaloLLMX
COOCTBEHHOCTb Ha NPOAYKTbI M YCNyrM, W 3akaHumBasi KHuramu, doTorpadumsmu,
KMHOOUITbMaMn N My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpCKME nNpaBa - 3TO NpaBa Ha WHTENNeKTyanbHyt0 COOGCTBEHHOCTb Ha
Npou3BedeHUsT Hayku, nuTepaTypbl M WCKycCTBa. ABTOpPCKME MpaBa BbICTYnawT B
KayecTBe rapaHTUM TOro, YTO MHTENNEKTyanbHbIA/TBOPYECKUA Tpyad aBTopa He Gyaer
HanpacHbIM, OacT eMy crnpaBeaSiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro TpyAa, Nony4nTb M3BECTHOCTb U NpusHaHune. HukTo 6e3 paspelueHns aBTopa He
MOXeT  BOCMPOM3BOAMTL  €ro  MNPOM3BEAEeHWe,  pacnpocTpaHsATb,  NybGnu4YHO
[EeMOHCTpMpoBaTb, NpodaBaTb, MMMNOPTUMPOBATb, MNyckaTb B MNpokaT, nybnmyHo
MCMONHATb, NOKa3bIBaTL/MCNONHATL B 3dupe unu pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "nmMpartckoro” nporpammMHOro obecnevyeHns MOXeT MpUBECTU K
MHOIMM puUCKaM: OT MOTEPU [AaHHbIX K TBOMM akkayHTam A0 ONOKMPOBKW TBOEro
YCTPOWCTBA, rAe yCTaHOBMEeHa HeneranbHas nporpamma. He ctont Takke 3abbiBaTb, YTO
CYLLIECTBYIOT NneranbHble 1 6ecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HaWTU B CETH.

O noptane

CeTeBUYOK.ph - TBOW MaBHbIN COBETYMK B CETU. 34€Cb Tbl MOXeElWb Yy3HaTb O
BGe3onacHOCTM B CETU MOHATHbIM U OOCTYMNHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KPUTUYECKON cuTyaumm obpatuTbCs 3a COBETOM. A Takke MPUHATbL y4acTue B KOHKypcax
N cTaTb cambiM LMPOBLIM rpaxxgaHUHOM!



